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Executive Summary
In September 2025, Vietnam’s National Credit Information Center (CIC), under the State Bank of Vietnam, 

suffered a major data breach involving unauthorized access to sensitive credit records. The hacker group 

ShinyHunters claimed responsibility, asserting that over 160 million records were exfiltrated. These records 

reportedly include personally identifiable information (PII), credit history, addresses, and government ID 

numbers. 

Though CIC’s core credit services remained operational, the breach exposed systemic weaknesses in 

cybersecurity hygiene, software update practices, and regulatory oversight. This white paper analyses the 

attack in stages, identifies risk vectors, evaluates the response, and provides recommendations highlighting 

how modern vulnerability-and-exposure management platforms can play a critical role in preventing, 

detecting, and responding to incidents of this kind

Background

Entity impacted
National Credit Information Center (CIC), a body under Vietnam’s State Bank, which aggregates 
credit-relevant data from financial institutions includes personal details, credit payments, risk 
analysis. 

Perpetrator
ShinyHunters (a known cybercriminal collective). They claimed responsibility. 

Scale
ShinyHunters claim ~160 million records stolen. Given Vietnam’s population (~100-110 million), 
suggests historical data, duplicate entries, or data covering both individuals and businesses. 

What was reportedly not compromised
According to central bank statements, CIC does not store bank account balances, savings books, 
payment accounts, credit/debit card numbers, CVVs, or transaction histories. 
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Attack Analysis Stages

Cyber attack on CIC

Below is a reconstructed, best-effort timeline and attack vector chain, based on available public data.

Stage Description Evidence / Indicators Weaknesses Exposed

Reconnaissance & 

Target 

Identification



Attackers identified CIC as a 

high-value target due to its 

centralized credit databases, 

which aggregate PII and credit 

risk data for many institutions.

Claim by ShinyHunters that 

they exfiltrated full database  

public claims of multiple 

financial institution data being 

present. 

Centralized data store is a 

single point of failure. Possibly 

lack of segmentation or 

insufficient protections around 

aggregated sensitive data.

Vulnerability 

Exploitation (“n-day 

/ End-of-Life 

Software”)

ShinyHunters allegedly 

exploited a known but 

unpatched vulnerability in 

CIC’s software, which was end-

of-life (EOL), lacking patch 

support.

Multiple articles report that the 

breach leveraged an “n-day” 

flaw in obsolete/EOL software 

used by CIC. 

Poor software lifecycle 

management, lack of timely 

patching, use of unsupported 

software. Possibly lack of 

compensating controls.

Initial Access & 

Escalation

After gaining entry, the hackers 

moved to exfiltrate large 

volumes of data. This was 

primarily a data theft attack, 

and no public report of 

ransomware encryption or 

operational disruption.

CIC says operations were not 

disrupted. The hackers offered 

the data for sale in 

underground forums. 

Lack of detection of abnormal 

data transfer  no apparent 

containment before leak  

perhaps weak monitoring of 

privileged access or lateral 

movement detection.

Data Exfiltration & 

Disclosure

Once data was taken, a sample 

was posted to proof validity, 

and the data set advertised for 

sale.

Resecurity’s HUNTER team 

acquired leaked samples  

ShinyHunters posted the 

dataset for sale. 

Weak data encryption or data 

at rest protections may have 

allowed PII to escape  

inadequate logging or controls 

to prevent exfiltration or detect 

large scale export.

Public Disclosure & 

Response

Vietnamese authorities (CIC, 

VNCERT, State Bank) 

confirmed breach, launched 

investigations, warned public 

agencies and banks to audit 

systems, urged customers to 

follow safety practices. 

Initial delay before disclosure  

uncertainty about scale  

reactive posture rather than 

proactive defense.
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Impacts & Risks

Evaluation of the Response
While the response has some positives, there are some shortcomings:

Strengths:

Authorities confirmed the incident relatively quickly and publicly. 

Collaboration among agencies: VNCERT, with state-owned tech firms (Viettel, VNPT, NCS), and 
oversight by central bank. 

Assurances that certain highly sensitive financial data (cards, transaction history, CVVs) were not 
stored in the affected system. 

Warnings issued to public and institutions, urging review of system vulnerabilities and compliance 
with cybersecurity standard TCVN 14423:2025. 
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Weaknesses / Missed Opportunities:

Software Lifecycle Neglect:
Use of EOL/unsupported software is unacceptable for such critical infrastructure. This suggests 
insufficient oversight and inadequate patching policies.

Delayed or Partial Disclosure
Some reports suggest lag between breach and public awareness, and uncertainty remains about 
how many records were affected. Full transparency is critical to public trust.

Insufficient Proactive Detection & Monitoring
Breaches of this kind often could be mitigated or caught early with strong detection of unusual 
behavior (e.g. large data queries, privileged access anomalies).

Lack of Segmentation & Principle of Least Privilege
Centralized databases should be compartmentalized so breach of one component does not expose 
the whole.

Limited Offense-Informed Intelligence Use
Attribution to ShinyHunters helpful, but perhaps more threat intelligence could have been used 
preemptively (e.g. monitoring for claimed vulnerabilities, past modus operandi).

Regulatory Gaps / Enforcement
Even though laws exist, this breach reveals that legal, regulatory, or audit enforcement may be 
insufficient to prevent basic hygiene failures.
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Lessons Learned
From this incident, several key lessons emerge:

Critical systems must not run on EOL or unsupported software continuous patching and regular 

software health audits are non-negotiable.

1

Data minimization and strict scope of data stored if certain types of data (card numbers, CVVs, full 

transaction history) are not necessary, they should never be stored or should be strongly tokenized/

encrypted.

2

Visibility & monitoring of data flows especially for bulk exfiltration, unusual access patterns, or 

privileged users.

3

Incident response readiness and public transparency having predefined, tested IR plans and clear 

disclosure protocols.

4

Holistic security architecture involving segmentation, zero-trust principles, least privilege, defense 

in depth.

5

Regulatory & policy enforcement ensuring that national cybersecurity standards are not just issued, 

but audited and enforced.

6

Recommendations
To prevent similar breaches and reduce impact, the following recommendations are offered. Vicarius, with its 

capabilities (vulnerability & exposure management, software asset management, risk prioritization, etc.), is 

well-positioned to support many of these.
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Area Recommended Actions
What an Effective Exposure Management 

Platform Should Deliver

Asset and Software 

Lifecycle Management

Inventory all software assets, including 

third-party and legacy/EOL systems.


Ensure end-of-life/unsupported software 

is phased out or isolated.


Establish regular patch management 

processes.


Use vulnerability scanning to detect 

known vulnerabilities or missing patches.

Continuous visibility into software assets 

and versions enables early identification of 

outdated or vulnerable components, risk-

based patch prioritization, and consistent 

policy enforcement across environments to 

maintain proactive resilience

Risk Prioritization & 

Exposure Management

Map data sensitivity (who has access, 

what data is stored) across systems.


Identify critical risk vectors (privileged 

access, network ingress, third-party 

dependencies).


Prioritize remediation based on business 

impact.

Exposure management enables 

organizations to assess true risk from 

vulnerabilities, prioritize by exploitability and 

potential impact, and direct resources where 

they deliver the greatest protection and 

business value

Monitoring & Anomaly 

Detection

Improve logging and monitoring for 

unusual activity, especially large data 

exports.


Use alerts and dashboards to detect 

suspicious access by privileged users.


Employ real-time or near real-time 

tracking of data transfers.

Exposure intelligence enhances detection by 

informing monitoring systems of 

vulnerabilities and integrations that trigger 

alerts when components are exploited or 

under attack, strengthening overall security 

posture

Data Protection & 

Encryption

Encrypt sensitive PII at rest and in 

transit.


Use tokenization or masking where 

feasible.


Limit data retention to only what is 

legally and operationally necessary.

Identifying where sensitive data resides and 

assessing whether supporting infrastructure 

is secured allows organizations to uncover 

misconfigurations and exposures before 

attackers exploit them, strengthening 

protection of critical assets

Segmentation, Access 

Controls & Least Privilege

S egment networks such that breach of 

one component does not compromise 

entire system.


Enforce least privilege access policies.


Use Multi-Factor Authentication (MFA) 

especially for privileged user accounts.

Mapping system reachability and privileged 

accounts reveals when software 

components or network zones exceed 

acceptable exposure boundaries, enabling 

stronger access controls and reducing the 

potential blast radius of attacks

Incident Response & 

Business Continuity 

Planning

Ensure I R plans are in place and regularly 

tested.


Include communication and disclosure 

strategies.


Backup data securely, test restoration.

Exposure assessments inform worst-case 

scenarios, guiding incident response teams 

to prioritize rapid recovery of critical 

systems while identifying the components 

most vulnerable to attack before incidents 

occur
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Area Recommended Actions
What an Effective Exposure Management 

Platform Should Deliver

Regulatory Compliance & 

Audit

Ensure compliance with national data 

protection laws (PDPD) and 

cybersecurity standards (TCVN etc.).


Conduct regular third-party security 

audits and penetration tests. 


Establish legal frameworks or enforce 

mechanisms for notification of affected 

individuals.

Detailed reporting and dashboards 

demonstrate compliance readiness, support 

regulatory requirements, and prepare 

organizations for audits, while exposure 

metrics strengthen due diligence and 

enhance transparency in risk disclosures

Public Trust & 

Transparency

Provide timely disclosure to stakeholders 

and the public.


Establish compensation/mitigation for 

those affected.


Educate the public on how to protect 

themselves from misuse of leaked data.

Reducing breach likelihood while enabling 

faster detection and response limits 

damage, supports transparent risk tracking 

for stakeholders, and drives continuous 

improvement in overall organizational 

security maturity

Credit Infrastructure Breach Impacts Nations
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Final Thought
The breach of Vietnam’s CIC is a stark reminder that centralized credit information systems are an attractive 

target for well-resourced threat actors. While the public response has addressed many of the immediate 

concerns, the incident underscores long-standing issues: neglected software updates, gaps in security 

monitoring, insufficient segmentation, and a reactive rather than proactive security mindset.



For Vietnam and for any nation with similar infrastructure the path forward must include a robust 

combination of technology, policy, process, and culture. Organizations must adopt best practices in 

vulnerability and exposure management, strengthen data protections, improve incident response readiness, 

and ensure regulatory frameworks are enforced.



Vicarius is well-suited to contribute materially to this transformation: by helping institutions map exposures, 

prioritize vulnerabilities, ensure software hygiene, and maintain continuous visibility over risk. With the right 

investments and leadership, Vietnam’s financial data infrastructure can be made far more resilient protecting 

both citizens and the stability of the financial system.



